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Art. 78
Tecnologie informatiche

Il medico, nell’'uso degli strumenti informatici, garantisce I’acquisizione del consenso, la tutela della riservatezza, la pertinenza dei dati raccolti e, per
quanto di propria competenza, la sicurezza delle tecniche.

Il medico, nell’'uso di tecnologie di informazione e comunicazione di dati clinici, persegue I’appropriatezza clinica e adotta le proprie decisioni nel
rispetto degli eventuali contributi multidisciplinari, garantendo la consapevole partecipazione della persona assistita.
Il medico, nell’utilizzo delle tecnologie di informazione e comunicazione a fini di prevenzione, diagnosi, cura o sorveglianza clinica, o tali da influire

sulle prestazioni dell’'uomo, si attiene ai criteri di proporzionalita, appropriatezza, efficacia e sicurezza, nel rispetto dei diritti della persona e degli
indirizzi applicativi allegati.

TECNOLOGIE INFORMATICHE
INDIRIZZI APPLICATIVI ALLEGATI ALL’ART. 78

Il medico nell’uso di strumenti derivanti dall’uso di tecnologie di informazione e comunicazione di dati clinici deve attenersi alle seguenti precauzioni e
prescrizioni.

2. eliminare ogni forma di discriminazione nell’uso delle tecnologie informatiche e a garantire uguaglianza nell’accesso e nell’utilizzo dei servizi sanitari nonché il recupero
del tempo necessario per la relazione di cura.

6. Il medico, facendo uso dei sistemi telematici, non puo sostituire la visita medica che si sostanzia nella relazione diretta con il paziente, con una relazione esclusivamente
virtuale; puo invece utilizzare gli strumenti di telemedicina per le attivita di rilevazione o monitoraggio a distanza, dei parametri biologici e di sorveglianza clinica.

13. In ogni caso, il consulto e le consulenze mediante le tecnologie informatiche della comunicazione “a distanza” devono rispettare tutte le norme deontologiche che
regolano la relazione medico-persona assistita.

14. |l medico contrasta ogni uso distorto o illusorio delle tecnologie di informazione e comunicazione di dati clinici sul versante commerciale, dell’informazione ai cittadini e
della pubblicita sanitaria nonché I'intrusione nelle banche dati e si pone sempre come garante della correttezza, scientificita e deontologia dell’'uso dell
informatico, assumendosi I’obbligo di segnalare all’Ordine eventuali violazioni di tali comportamenti.
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Perché questo grande interesse dell’Al in medicina ed in particolare,
Perché la radiologia sta facendo da pioniere per I’Al in medicina?

O—— Artificial Intelligence

O————— Machine Learning

Deep Learning

Artiﬁci'al Neural Network

o—————— Convolutional Neural Network

| radiologi lavorano nell’ambiente piu digitalizzato della Medicina

Ezekiel Emanuel, uno degli inventori del Affordable Care Act, oncologo ed esperto di bioetica alla Universita della
Pennsylvania afferma al meeting dellACR del 2016 che il machine learning potra “sostituire molto del lavoro dei radiologi”
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Al e medicina: digitalizzazione

Finanziato
dall’Unione europea Cerca Q

NextGenerationEU

PNRR - Salute
l "' Italia domani

Piano Nazionale di Ripresa e Resilienza

DI RIPRESA E RESILIENZA

Home Come cambia i izi itari
ia il Ser i issi
vizio sanitario nazionale ~ Missione salute ~ Riforme ~ Investimenti ~ Bandi e avvisi Norme e atti N
v e atti otizie

Come cambia il Servizio sanitario nazionale

FASCICOLO SANITARIO ELETTRQN%CO
L’80% delle regioni ha meno del 50% dei documenti indicizzati nel Fascicolo
Sanitario Elettronico. Nel secondo trimestre del 2022 solo in Sicilia (19%),
Umbria (27%) e Valle d’Aosta (57%) ci sono medici che alimentano il Fse
con il profilo sintetico del paziente. Se la generalita degli assistiti del Ssn
(62%) non ha mai sentito parlare di Fse e solo it 12% lo ha utilizzato, il
quadro si modifica completamente se Ci riferiamo a persone che hanno una
“frequentazione” costante con iL Ssn perché affette da patologie croniche/

oncologiche. It 73% di pazienti cronici/oncologici (persone con SCOMPENso

cardiaco, artrite reumatoide o altre malattie reumatiche, diabete, asma,
allergie, Bpco o patologie oncologiche) conosce il Fse, ma solo il 37% lo utilizza.
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(Fonte: Sanita digitale e cronicita-analisi di Salutequita)
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e Variabilita biologica

e Variabilita tecnica di acquisizione delle immagini in particolare di RM il cui segnale € relativo e
le cui immagini necessitano di processi di omogenizzazione per essere confrontabili; ma anche |
protocolli di somministrazione di mdc in TC sono piuttosto varibili e rischiano di dare in pasto
iInformazioni non omogene alle macchine.

 Database necessario ad imparare per i software di IA, che vuol dire mettere insieme tanti casi
con le medesime patologie.

e Tematiche Medico Legali
e ETICA!
Le domande:

1) Il nostro lavoro e solo riconoscere le immagini_patologiche e sequire le flowchart
diagnostiche?

2) Puo essere scisso da considerazioni cliniche e mediche anamnestiche?
3) Non é necessaria la comunicazione e I’empatia con il paziente?
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Will Artificial Intelligence Replace Radiologists?
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From the Department of Radiology, Stanford University, 300 Pasteur Dr, Room H1330D, Stanford, CA 94305. Received April 9, 2019; revision requested April 16; revision
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The question of whether Machines Can Think is Computer-aided Detection for
ut as rele 7 b

L’intelligenza Artificiale sostituira i radiologi? .

Edsger Dijkstra, 1984 mography interpretation (10) led to two key steps for-
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Bradley Erickson, Director of the Radiology Informatics Lab at Mayo Clinic told me that some of the

hype we hear from some of the machine learning and deep learning experts saying that AI would

replace radiologists is for them looking at radiologists as just looking at pictures. That would be me

saying while I look at programmers, all they do Is typing, so we can replace a programmer with a

speech recognition system, he added. Langlotz compared the situation to that of the autopilot in

aviation. The innovation did not replace real pilots, it augmented their tasks. On very long flights, it

is handy to turn on the autopilot, but they are useless when you need rapid judgment. So, the

combination of humans and machines is the winner solution. And it will be the same in healthcare.

Thus, I agree with Langlotz completely when he says that artificial intelligence will not replace

radiologists. Yet, those radiologists who use Al will replace the ones who don’t. Let me show you why.

“...Artificial intelligence will not replace radiologists. Yet, those radiologists who use
Al will replace the ones who don’t...”
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Will Artificial Intelligence Replace Radiologists?

Most likely observation Curtis P Langlotz, MD, PhD

l From the Department of Radiology, Stanford University, 300 Pasteur Dr, Room H1330D, Stanford, CA 94305. Received April 9, 2019; revision requested April 16; revision
received April 16; accepted April 17. Address correspondence to the author (e-mail: lenglotz@stanford. edu).
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The question of whether Machines Can Think is Computer-aided Detection for

about as relevant as the question of whether Subma- Mammography: A Cautionary Tale

rines Can Swim. Concerns in the 1990s about the variable quality of mam-

Edsger Dijkstra, 1984 mography interpretation (10) led to two key steps for-

Wﬂl‘t‘l' //1) fI’\P Rrpqcf Imaoino annrrino anl nﬂfﬂ .Q‘IQme

Probability

Very unlikely
observations

Ce

Very unlikely
observations

—

Set of possible results

Radiologists Know “The Long Tail”

These assessments dramatically oversimplify what radiologists do. A comprehensive catalog of radiology diagnoses lists nearly
20000 terms for disorders and imaging observations and over 50000 causal relations (20).

But human radiologists are also trained to detect uncommon diseases in the long tail of the distribution, including rheumatoid
arthritis, sickle cell disease, and post-transplantation lymphoproliferative disorder.
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Review
The future of radiology augmented with Artificial Intelligence: A strategy for ﬂ
success e

Charlene Liew

Department of Radiology, Changi General Hospital, 2 Simei Street 3, 529889, Singapore

ARTICLEINFO ABSTRACT

Keywords: The rapid development of Artificial Intelligence/deep learning technology and its implementation into routine
Artificial Intelligence clinical imaging will cause a major transformation to the practice of radiology. Strategic positioning will ensure
Deep learning the success! ful transition of radiologists into their new roles as augmented clinicians. This paper describes an

Informatics overall vision on how to achieve a smooth transition through the practice of augmented radiology where

S radiologists-in-the-loop ensure the safe implementation of Artificial Intelligence systems.

Strategy
Health policy

Al dovra favorire il concetto di MEDICINA AUMENTATA (mutuato da quello di realta aumentata)
semplificando le azioni ripetitive e mnemoniche del nostro lavoro ma lasciando la possibilita di
guardare bene la realta medica dei pazienti che e complessa e spesso presente nella coda della
distribuzione gaussiana dei dati

1. Automated image segmentation, lesion detection, measurement, labelling and
comparison with historical images

2. Generating radiology reports:

3. Semantic error detection in reports:

4. Data mining for research:

5. Business Intelligence for radiologists:
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Tabella 1. Possibili conseguenze medico-legali dell'uso dell'TA nella professione medica. Adattato da Pgyce [15].
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Abstract

Purpose To report the results of a nationwide online survey on artificial intelligence (AI) among radiologist members of the
Italian Society of Medical and Interventional Radiology (SIRM).

Methods and materials All members were invited to the survey as an initiative by the Imaging Informatics Chapter of SIRM.
The survey consisted of 13 questions about the participants’ demographic information, perceived advantages and issues
related to Al implementation in radiological practice, and their overall opinion about Al.

Results In total, 1032 radiologists (equaling 9.5% of active SIRM members for the year 2019) joined the survey. Perceived
Al advantages included a lower diagnostic error rate (750/1027, 73.0%) and optimization of radiologists’ work (697/1027,
67.9%). The risk of a poorer professional reputation of radiologists compared with non-radiologists (617/1024, 60.3%), and
increased costs and workload due to Al system maintenance and data analysis (399/1024, 39.0%) were seen as potential
issues. Most radiologists stated that specific policies should regulate the use of Al (933/1032, 90.4%) and were not afraid
of losing their job due to it (917/1032, 88.9%). Overall, 77.0% of respondents (794/1032) were favorable to the adoption of
Al, whereas 18.0% (186/1032) were uncertain and 5.0% (52/1032) were unfavorable.

Conclusions Radiologists had a mostly positive attitude toward the implementation of Al in their working practice. They
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Current practical experience with artificial @«
intelligence in clinical radiology: a survey
of the European Society of Radiology

European Society of Radiology (ESR)”
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Abstract
A survey among the members of European Society of Radiology (ESR) was conducted regarding the current practi- RAD I O LO G IA

cal clinical experience of radiologists with Artificial Intelligence (Al)-powered tools. 690 radiologists completed the
survey. Among these were 276 radiologists from 229 institutions in 32 countries who had practical clinical experience
with an Al-based algorithm and formed the basis of this study. The respondents with clinical Al experience included
143 radiologists (52%) from academic institutions, 102 radiologists (37%) from regional hospitals, and 31 radiologists
(11%) from private practice. The use case scenarios of the Al algorithm were mainly related to diagnostic interpreta-
tion, image post-processing, and prioritisation of workflow. Technical difficulties with integration of Al-based tools into

the workflow were experiemly_@ respondents (1 7.8%). Of 185 radiologists who Used Al-based algorithms D OVE S IAM O ?
for diagnostic purposes, 140 (75.7%) considered the results of the algorithms generally reliable. The use of a diagnos-
tic algorithm was mentioned in the report by 64 respondents (34.6%) and disclosed to patients by 32 (17.3%). Only
42 (22.7%) experienced a significant reduction of their workload, whereas 129 (69.8%) found that there was no such
effect. Of 111 respondents who used Al-based algorithms for clinical workflow prioritisation, 26 (23.4%) considered
algorithms to be very helpful for reducing the workload of the medical staff whereas the others found them only
moderately helpful (62.2%) or not helpful at all (14.4%). Only 92 (13.3%) of the total 690 respondents indicated that
they had intentions to acquire Al tools. In summary, although the assistance of Al algorithms was found to be reliable
for different use case scenarios, the majority of radiologists experienced no reduction of practical clinical workload.

Keywords: Professional issues, Artificial intelligence in imaging, Artificial intelligence and workload, Artificial
intelligence in radiology

34,6% ha usato Al per diagnosi riportato nel referto

32% ha chiesto il consenso al paziente

69,8% non ha rilevato nessuna riduzione

26% considera molto utile I'utilizzo degli algoritmi di Al

13,3% ha dichiarato che intende acquistarne uno

Conclusioni: Nonostante gli algoritmi di Al siano stati giudicati utili nei differenti scenari radiologici la maggioranza dei

radiologici non ha rilevato una particolare riduzione dei carichi di lavoro.
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PRIORIZZAZIONE DELLA LISTA DI LAVORO

AI Result Patient ID Name T E S Description Date

POSITIVE 400-608-4467 Johnston Lucinda Left ankle Thursday 08-10-2019 10h34 AM
401-612-1256 Lewis Smith Pelvis Thursday 08-10-2019 10h12 AM

407-003-9332 Dominic Watts Right Hand Thursday 08-10-2019 10h01 AM

- 512-724-5758 Nicolas Hamilton Left Foot Thursday 08-10-2019 09h52AM

008-392-2699 Eli Coo Spine Thursday 08-10-2019 09h34 AM
k

NEGATIVE 402-458-0003 Francis Rib Cage Thursday 08-10-2019 09h05 AM
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Imaging quantitativo (radiomica) necessita di misurazioni accurate dei biomarker estraibili

dalle immagini come indicatori di malattia tramite processi di texture analisi.

Le misurazioni e valutazioni dei risultati ottenuti necessitano di processi di automazione molto

complessi che solo I'lA ci fornisce

Radiomics: Images Are More than
Pictures, They Are Data’
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Robert J. Gillies, PhD
Paul E. Kinahan, PhD
Hedvig Hricak, MD, PhD, Dr(hc)

In the past decade, the field of medical image analysis has
grown exponentially, with an increased number of pattern
recognition tools and an increase in data set sizes. These
advances have facilitated the development of processes for
high-throughput extraction of quantitative features that

l. Image patients II. Identify ROI lll. Renderin 3D IV. Extract Features

IV. Data Integration
Data Mining
Model Building
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AN CAMILLO BRIMO6'PRS S0: SEGMENTAZIONE ED ESTRAZIONE PARAMETRI TEXTURE
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Same number of grey circle different distribution different texture parameters

Table 1: Spectrum of Statistical-based First-Order and Higher-Order Texture Features
Texture
Feature Level/Order Description Examples Comments
Intensity of First Histogram where x- Mean gray-level intensity, Takes into account only
pixel his- order axis represents pixel/ threshold, standard de- pixel intensity, not spa-
togram voxel gray level and viation or variance of the tial location or relation-
y-axis represents pixel histogram, skew- ship of pixels
frequency of occur- ness, kurtosis, first-order ~ First-order entropy is the
rence (Fig 2) entropy, mean of the irregularity or complex-
positive pixels (MPP) ity of pixel intensities
Run-length Second Adjacent or consecu- Run-length nonuniformity,  Similar to co-occurrence
matrix order tive pixels/voxels of gray-level nonunifor- matrix, takes into ac-
a single gray level in mity, long-run emphasis, count both pixel intensity
a given direction short-run emphasis, and spatial relationships
fraction
Gray-level Second How often pairs of Contrast, uniformity,
co-oc- order pixels with specific second-order entropy,
currence values in a specified sum of variance, sum of
matrix spatial range occur averages, sum of entropy
in an image
Advanced Higher Comparing differences Hundreds: autoregressive
metrics order and relationships model, Haar wave-
between multiple let (wavelet energy),
pixels/voxels geometry parameters,
neighborhood gray-tone
difference matrix
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SAN CAMILLO FORLANINI Noninterpretive Uses of Artificial

Intelligence in Radiology

Michael L. Richardson, MD, Elisabeth R. Garwood, MD, Yueh Lee, MD, Matthew D. Li, MD,

. . Hao S. Lo, MD, MBA, Arun Nagaraju, MD, Xuan V. Nguyen, MD, PhD, Linda Probyn, MD,
Accademic Radlology, 2020 Prabhakar Rajiah, MD, Jessica Sin, MD, Ashish P. Wasnik, MD, Kali Xu, MD

We deem a computer to exhibit artificial intelligence (Al) when it performs a task that would normally require intelligent action by a human.
Much of the recent excitement about Al in the medical literature has revolved around the ability of Al models to recognize anatomy and
detect pathology on medical images, sometimes at the level of expert physicians. However, Al can also be used to solve a wide range of

noninterpretive problems that are relevant to radiologists and their patients. This review summarizes some of the newer noninterpretive
uses of Al in radiology.

Key Words: Artificial intelligence; Deep learning; Radiology applications; Radiology education.

© 2020 The Association of University Radiologists. Published by Elsevier Inc. All rights reserved.

Non-Interpretive Uses
of Al in Radiology
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APPLICAZIONI NON INTERPRETATIVE DELL’AI
Accademic Radiology, 2020

Original Investigation

Noninterpretive Uses of Artificial
Intelligence in Radiology

Michael L. Richardson, MD, Elisabeth R. Garwood, MD, Yueh Lee, MD, Matthew D. Li, MD,
Hao S. Lo, MD, MBA, Arun Nagaraju, MD, Xuan V. Nguyen, MD, PhD, Linda Probyn, MD,
Prabhakar Rajiah, MD, Jessica Sin, MD, Ashish P. Wasnik, MD, Kali Xu, MD

We deem a computer to exhibit artificial intelligence (Al) when it performs a task that would normally require intelligent action by a human.
Much of the recent excitement about Al in the medical literature has revolved around the ability of Al models to recognize anatomy and
detect pathology on medical images, sometimes at the level of expert physicians. However, Al can also be used to solve a wide range of
noninterpretive problems that are relevant to radiologists and their patients. This review summarizes some of the newer noninterpretive
uses of Al in radiology.

Non-Interpretive Uses
of Al in Radiology

Image production and Business Ramifications of Al
quality control applications for radiology
education
t ¢ i x 1 | l
Noise Reduction of Increasing Automated Natural Ovtimal
reduction radiation, MR image assessment 2 ot Billing and
contrast dose quality and of image SOguge scheduling of collections
and scanning decreasing quality e iy
e s patients and staff
A\
Research
Y applications
Improving
radiology
workflow
I I ] y ! v ! l
o o " H —_ Image Radiomics and Image-based Adversarial attacks Elanble
. eating stu anging 'orklist annotation, image search on PACS and
FNOMCeO Federazi protocols protocols prioritization segmentation quantification engines images Al (XAl)
Via Ferdinando di Savoia, and labeling




SISTEMA SANITARIO REGIONALE

+ AZIENDA OSPEDALIERA Imaging production and quality control
SAN CAMILLO FORLANINI

® Noise Reduction

® Reduction of Radiation, Contrast Dose, and Scanning Time
® |ncreasing MR Image Quality and Decreasing Scan Time

® |ncreasing MR Image Quality and Decreasing Scan Time

® Automated Assessment of Image Quality

® Hanging Protocols
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Scan type Helical
Rotationtime,s | 0.5

Pitch 1.375

kV 120

mA Smart mA
Slice, mm 0.625
Noise index 13

CTDlvol, mGy 6.7
DLP, mGy-cm 311
Eff. dose, mSv 4.7

k, DLP 0.015

Al PER RIDUZIONE DELLA DOSE DI ESPOSIZIONE,

QUESTO PUO’ VALERE PER FARMACI E TERAPIE SEMPRE PiU’ PERSONALIZZATE = 2 B §aiai i 0
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® Natural languages processing
® Hanging Protocols

® Optimal Scheduling of Scanners, Patients, and Staff

® Billing and collection
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Using machine learning with dynamic exam block lengths to decrease patient wait time and

AZIENDA ( optimize MRI schedule fill rate.
SAN CAMII

Michael C. Muelly', Paul B. Stoddard’, and Shreyas S. Vasanwala'

"Department of Radiology, Stanford University, Stanford, CA, United States

Synopsis

MRI has advantages compared to other radiologic modalities in terms of tissue visualization, versatility, and lack of risks associated with ionizing
radiation. However, cost of MRl is often the limiting factor favoring other modalities. Using historical scanner data and a Monte Carlo type discrete event
simulation, we investigated how estimating exam length on the basis of patient demographics and dynamic block lengths affect mean patient wait times
and schedule fill rate. In our simulation we are able to significantly lower mean patient wait times and optimize the schedule fill rate, which would
theoretically result in lower cost per exam while enhancing patient satisfaction.

a A A

utilization and prospective determination of optimal time
allocation per scan. The transition of the US healthcare sys-
tem to electronic medical records systems, digitized radiology
ordering, reporting, and image storage have created rich data

sources that may be used by Al applications to address ineffi- Intelligenza artificiale organizza gli
c1er.1c1es 11.1 1.1t1hzat10n and. scheduling [7] and to predict appuntamenti a seconda dell’eta e del tipo di
patient wait times and appointment delays [68]. . . ; i

- I S patologia per variare gli appuntamenti e

One preliminary study developed a machine learning based regolare al meglio I’agenda

approach using a feed-forward type of neural network to pre-
dict length of MRI exam based on patient demographics and
exam type [67]. This algorithm created an optimized schedule
simulation using dynamic slot lengths as compared to the tra-
ditional method of fixed slot lengths based only on MRI
exam type. Using this method, the authors report decreased
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Keep your Al claims in check

3y: Michael Atleson, Attorney, FTC Division of Advertising Practices
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Aiming for truth, fairness, and equity in your company’s use of Al

Are you exaggerating what your Al product can do? Or even claiming it can do something beyond the current
capability of any Al or automated technology? For example, we're not yet living in the realm of science fiction,
where computers can generally make trustworthy predictions of human behavior. Your performance claims
would be deceptive if they lack scientific support or if they apply only to certain types of users or under

certain conditions.

Are you promising that your Al product does something better than a non-Al product? It's not uncommon for
advertisers to say that some new-fangled technology makes their product better — perhaps to justify a higher
price or influence labor decisions. You need adequate proof for that kind of comparative claim, too, and if such

proof is impossible to get, then don’t make the claim.

Are you aware of the risks? You need to know about the reasonably foreseeable risks and impact of your Al
product before putting it on the market. If something goes wrong — maybe it fails or yields biased results — you
can't just blame a third-party developer of the technology. And you can’t say you're not responsible because

that technology is a “black box” you can’t understand or didn't know how to test.

Does the product actually use Al at all? If you think you can get away with baseless claims that your product is
Al-enabled, think again. In an investigation, FTC technologists and others can look under the hood and analyze

other materials to see if what'’s inside matches up with your claims. Before labeling your product as Al-

HisTE O

powered, note also that merely using an Al tool in the development process is not the same as a product

having Al in it.
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Aiming for truth, fairness, and equity in your company’s use of Al

Start with the right foundation. With its mysterious jargon (think: “machine learning,” “neural networks,” and
“deep learning”) and enormous data-crunching power, Al can seem almost magical. But there’s nothing
mystical about the right starting point for Al: a solid foundation. If a data set is missing information from
particular populations, using that data to build an Al model may yield results that are unfair or inequitable to
legally protected groups. From the start, think about ways to improve your data set, design your model to

account for data gaps, and —in light of any shortcomings — limit where or how you use the model.

Watch out for discriminatory outcomes. Every year, the FTC holds PrivacyCon, a showcase for cutting-edge
developments in privacy, data security, and artificial intelligence. During PrivacyCon 2020, researchers
presented work showing that algorithms developed for benign purposes like healthcare resource allocation
and advertising actually resulted in racial bias. How can you reduce the risk of your company becoming the
example of a business whose well-intentioned algorithm perpetuates racial inequity? It's essential to test your
algorithm — both before you use it and periodically after that — to make sure that it doesn’t discriminate on the

basis of race, gender, or other protected class.

Embrace transparency and independence. Who discovered the racial bias in the healthcare algorithm
described & at PrivacyCon 2020 and later published in Science? Independent researchers spotted it by
examining data provided by a large academic hospital. In other words, it was due to the transparency of that
hospital and the independence of the researchers that the bias came to light. As your company develops and
uses Al, think about ways to embrace transparency and independence - for example, by using transparency
frameworks and independent standards, by conducting and publishing the results of independent audits, and

by opening your data or source code to outside inspection.

o % % L

Don’t exaggerate what your algorithm can do or whether it can deliver fair or unbiased results. Under the
FTC Act, your statements to business customers and consumers alike must be truthful, non-deceptive, and
backed up by evidence. In a rush to embrace new technology, be careful not to overpromise what your
algorithm can deliver. For example, let’s say an Al developer tells clients that its product will provide “100%
unbiased hiring decisions,” but the algorithm was built with data that lacked racial or gender diversity. The

result may be deception, discrimination —and an FTC law enforcement action.

Tell the truth about how you use data. In our guidance on Al last year, we advised businesses to be careful

about how they get the data that powers their model. We noted the FTC's complaint against Facebook &,

which alleged that the social media giant misled consumers by telling them they could opt in to the company’s

facial recognition algorithm, when in fact Facebook was using their photos by default. The FTC’s recent action

against app developer Everalbum reinforces that point. According to the complaint, Everalbum used photos
uploaded by app users to train its facial recognition algorithm. The FTC alleged that the company deceived
users about their ability to control the app’s facial recognition feature and made misrepresentations about
users’ ability delete their photos and videos upon account deactivation. To deter future violations, the
proposed order requires the company to delete not only the ill-gotten data, but also the facial recognition

models or algorithms developed with users’ photos or videos.

Do more good than harm. To put it in the simplest terms, under the FTC Act, a practice is unfair if it causes
more harm than good. Let’s say your algorithm will allow a company to target consumers most interested in
buying their product. Seems like a straightforward benefit, right? But let’s say the model pinpoints those
consumers by considering race, color, religion, and sex — and the result is digital redlining (similar to the
Department of Housing and Urban Development’s case against Facebook & in 2019). If your model causes

more harm than good - that is, in Section 5 parlance, if it causes or is likely to cause substantial injury to
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“Homo ad duas res, ad intellegendum et ad agendum,
natus est” (Cicerone)
L'uomo e nato per due cose per capire ed agire

= 4

Distinguere 'agire artificiale e l'intelligenza artificiale.
Chiamiamo intelligenti i software che sono nati per eseguire al meglio azioni complesse in

poco tempo e meglio delluomo ma e difficile dire che essi possano pensare e quindi
intellegere

La lavastoviglie fa meglio di un uomo il compito
(agere)?
Si ovviamente, ma nessuno la reputa intelligente
(intelligere)

e Per fare questo abbiamo dovuto crearle un ambiente idoneo attorno, una struttura fisica.
Nessuno si € mai sognato di creare un robot semiumano che pulisca i piatti come un
uomo

e E allora perché dovremmo creare dei software che sostituiscano i medici?

o
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- Il sistema intelligente potrebbe sbagliare (sistemi predittivi in ambito bancario che
provocano minicrisi)

Chi ha la responsabilita civile dell’intelligenza artificiale?

- Dalla decisione puo derivare un danno (macchina a guida autonoma se un pedone passa
con il rosso che deve fare tutelare I'incolumita del guidatore o del pedone???)

4 MORAL -
& MACHINE e

Evil Al Cartoons

https://www.moralmachine.net/

LIVELLI DIAUTOMATIZZAZIONE

5 -
Livello 0 - nessuna autonomia: j —~
il conducente si deve occupare di ogni singolo aspetto della guida del ! S
veicolo. -
Livello 1 - assistenza alla gulda: a £
I'automobile regola la velocita (Tempomat) oppure & equipaggiata con e —e?

un sistema di assistenza al mantenimento della corsia; il conducente si
deve occupare di ogni ulteriore aspetto della guida. Il conducente deve
sorvegliare tutto e, se necessario, riprendere il controllo del mezzo.

Livello 2 - automazlone parzlale:

per determinati lassi di tempo o in determinate situazioni (ad es. durante
i sorpassi in autostrada), I'auto sterza e regola Ia velocita, autonoma-
mente. Il conducente, pero, deve sempre essere pronto a riprendere i
comandi del veicolo.

Livello 3 - automazlone condizionata:

anche nel terzo livello, accelerazione/frenata e comandi direzionali (ster
z0) sono |asciati al veicolo. Tuttavia, sebbene il conducente non sia tenu-
to a monitorare di continuo il sistema, deve essere in grado di riprendere
i comandi in caso di richiesta del sistema (ad es. in caso di nebbia).

Livello 4 - elevata automazione:

I'automobile assume completamente e svolge autonomamente de-
terminate applicazioni (ad es. guida in autostrada). Soltanto alla fine
dell'applicazione (ad es. all'uscita autostradale) il conducente deve
riprendere i comandi dell’auto.
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Livello 5 - completa automazione:

il sistema rileva tutti i compiti, dalla partenza all’arrivo a destinazione. Il
conducente non & pit necessario, a prescindere se nevichi, piova, ci sia
nebbia o un cantiere che restringe |a carreggiata.
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Il dilemma del carrello

; —_
/ ¢ o
the switch the fat man the fat villain the loop the man in the yard
Foot, 1967 Thomson, 1976 Costa, 1987 Unger, 1992

Nel 2001 il neuroscienziato e filosofo Joshua Greene di Harvard, avendo constatato che la
maggior parte delle persone considera una scelta morale deviare il carrello verso una sola
persona, mentre spingere una persona sulle rotaie un omicidio, tramite scansione cerebrale ha
constatato che nelle due situazioni si attivano aree cerebrali distinte, e ha chiamato le due_ I
S|tua2|on| decisione morale impersonale e decisione morale personale.

o
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PILOTA AUTOMATICO IN AVIAZIONE

Piuttosto di ridurre il loro coinvolgimento, molti piloti rilevano che 'automazione ne ha accresciuto il coinvolgimento ed |l
carico di lavoro soprattutto nelle fasi piu delicate di atterraggio e decollo.

Lo schianto del volo dell'Ethiopian Airlines, nel quale hanno perso la vita 157 persone, non
e stato causato da un errore umano.

Secondo il rapporto preliminare sulle cause dell'incidente del volo 302, i piloti "hanno
ripetutamente attuato le procedure raccomandate da Boeing, ma non sono riusciti a
controllare il velivolo", che & precipitato al suolo, vicino ad Addis Abeba, solamente sei
minuti dopo il decollo.

Il ministro dei Trasporti etiope, Dagmawit Moges, ha dichiarato che "non si € trattato di un
errore umano, bensi di un difetto di software". L'attenzione torna quindi sul sistema anti-
stallo, gia sotto la lente di ingrandimento degli inquirenti e delle Nazioni, che poco dopo lo
schianto avevano lasciato a terra tutti i Boeing 737 Max 8, perché dotati dello stesso

"Non fu errore umano , il software sistema di volo, che gia in precedenza aveva causato un incidente aereo. Secondo la

prima ricostruzione,"il pilota ha tentato varie volte di disattivare il controllo automatico del
volo, che ha spinto I'aereo in picchiata pochi minuti dopo il decollo" e ha fatto "diversi

era difettoso'": cosi e caduto il

BOemg tentativi di riprendere il controllo del velivolo". Ma I'attivazione di picchiata, avvenuta in
automatico, non ha lasciato scampo.

Il ministro etiope del Trasporti ha anticipato i risultati delle indagini preliminari
sull'incidente: "I piloti hanno lottato fino all'ultimo”

TR aions o vensro arsione o vensro . -
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INTERAZIONE COMPUTER-UMANO CHE FUNZIONA

On January 15, 2009, Captain Chesley “Sully” Sullenberger landed an Airbus A320-214 in New York’s freezing Hudson River following a bird strike-induced
loss of both engines. All 155 passengers and crew on board US Airways Flight 1549 survived.

by The Conversation | Jul 18,2017 | The Conversation

Ay

Al -t
AT W=

The miracle was enabled because of an optimal system response comprising many human and non-human parts. As is always the case in such recoveries, the human
element was central in holding the system together.

o
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Luciano Floridi della bioetica abilitante per I'IA
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nature . . .
https://doi.org/10.1038/542256-021-00338-7 maChlne lntelllgence

ARTICLES

\ '.) Check for updates ‘

Al for radiographic COVID-19 detection selects
shortcuts over signal

Alex J. DeGrave ©"%3, Joseph D. Janizek ©'23 and Su-In Lee ®1™

Il sistema aveva avuto un addestramento con immagini radiografiche da diversi siti che presentavano lettere R o L diverse nei vari ospedali

Il sistema ha correlato una particolare forma della lettera con la possibilita di avere il covid non basandosi piu sulla immagine radiografica ma sulla posizione e morfologia della
lettera

Questo ¢ il tipico problema del black box

La soluzione € stata mostrare delle mappe che riporta quale parte dell'immagine il sistema utilizza per la diagnosi
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La radiologia medica (2020) 125:517-521

AZIENDA (  httpsy/doi.org/10.1007/511547-020-01135-9
SAN CAMI|
EDITORIAL

Artificial intelligence: Who is responsible for the diagnosis?

Emanuele Neri'© - Francesca Coppola? - Vittorio Miele® - Corrado Bibbolino* - Roberto Grassi®

Received: 13 December 2019 / Accepted: 16 January 2020 / Published online: 31 January 2020

© Italian Society of Medical Radiology 2020
Key point 1 Using Al the radiologist is responsible for the diagnosis.
Key point 2 Radiologists must be trained on the use of Al since they are responsible for the
actions of machines
Key point 3 Radiologists involved in R&D have the responsibility to guide the respect of rules
for a trustworthy Al.
Key point 4 Radiologist responsibility is at risk of validating the unknown (black box).
Key point 5 Radiologist decision may be biased by the Al automation.
Key point 6 Risk of a paradox: increasing Al tools to compensate the lack of radiologists.
Key point 7 Need for informed consent and quality measures.

CODICE DEONTOLOGICO: Qualunque strumento automatico o semiautomatico di diagnosi o cura deve obbligatoriamente .
spiegare come ragiona e come é arrivato a quella diagnosi (Be= 2 B ST viv O
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What is the EU Al Act? A European Strategy for
Artificial Intelligence

The Al Act is a proposed European law on artificial
intelligence (Al) — the first law on Al by a major regulator

anywhere. The law assigns applications of Al to three risk Lucilla SIOLI

Director for Artificial Intelligence and Digital Industry

categories. First, applications and systems that create an 4
9 b Y DG CNECT, European Commission

unacceptable risk, such as government-run social
LCEPS webinar -European approach to the regulation of

L/ artificial intelligence
high-risk applications, such as a CV-scanning tool that s oY 3 April 2021

scoring of the type used in China, are banned. Second,

ranks job applicants, are subject to specific legal

requirements. Lastly, applications not explicitly banned

or listed as high-risk are largely left unregulated.
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Al is good ...
* For citizens

Why do we regulate Al use cases?

* For business Complexity

* Forthe publicinterest ... but creates some risks

* For the safety of consumers
and users

fg:\o | . Al SYSTEM Unpredictability
N O v * For fundamental rights
: Legal Uncertainty

VG
= - European 8 -
R : Commission Fragmentation = - European

Commission

A risk-based approach to regulation Most Al systems will not be high-risk

(Titles IV, IX)

Unaccepta blerisk . » Notify humans that they are interacting with an Al system unless
—  Prohibited this is evident

e.g. social scoring
» Notify humans that emotional recognition or biometric
categorisation systems are applied to them

Permitted subjectto compliance

High risk with Al requirements and ex-ante > Apply label to deep fakes (unless necessary for the exercise of a
p e.g. recruitment, medical conformity assessment fundamental right or freedom or for reasons of public interests)
I *Not mutually devices.
I exclusive . - . _
R i Al with specific Permitted but subject to MINIMAL OR NO \
transparency obligations ——  information/transparency RISK
‘Impersonation’ (bots) Obligations \\
\ » No mandatoryobligations
Minimalornorisk  ——  Permitted with no restrictions , \ » Commission and Board to encourage drawing up of codes of
N conductintended to foster the voluntary application of —
\ requirements to low-risk Al systems = o

= \ 2023
= - European o ‘ — . '
Commission P 3. ﬁ“ = ] o
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Use case may be permitted

but must comply with strict
S i rules concerning risk
High risk : tTes concern g niss.
i management, data quality,

Al System

(Use case)
and technical
documentation
I\ procedure . conducting . pros ...............
conformity assessment of Low- or no risk : No action required
Al systems in line with the Fioure 1: Risk _ a dor the AIA (14
EU Artificial Intelligence Act / igure 1: Risk categories for Al use cases under the AIA [14]

% é B3I US4 Fmy " O

o

FNOMCeO Federazione Nazionale degli Ordini dei Medici Chirurghi e degli Odontoiatri
Via Ferdinando di Savoia, 1 — 00196 Roma — Tel. 06 36 20 31 Fax 06 32 22 794 — e-mail: presidenza@fnomceo.it — C.F. 02340010582

DI DEONT,OLOGIAMEDICA
Etica e bioetica nell'era dell'Intelligenza Artificiale in una nuova realta professionale



SISTEMA SANITARIO REGIONALE

AZIENDA OSPEDALIERA
SAN CAMILLO FORLANINI

= Prohibited practices denote the highest risk category, and these systems are banned outright. These include:

o Real-time biometric systems that can be used for any type of surveillance, although exceptions do apply here for crime
prevention and criminal investigations in law enforcement and national security contexts.

o Social scoring algorithms that can be used to evaluate individuals based on personal characteristics and/or their behaviour in a
manner that could cause harm or lead to unfavourable treatment of that individual.

o Manipulative systems that exploit the vulnerabilities of specific individuals to distort their behaviour in a manner that is likely to
cause physical or psychological harm.

o
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= High-risk Al systems, listed in Annex lll and likely to constitute the majority of Al systems. These include:

Biometric identification and categorisation of natural persons, to the extent these do not fall under the aforementioned prohibited
practices.

o Management and operation of critical infrastructures, such as Al systems used in safety-relevant components of the management
of utilities and traffic.

o Education and vocational training, such as Al systems used to assess students in educational settings, or assign people to training
offerings.

o Employment and worker management, such as Al systems used for the recruitment or assessment of employees, including
guestions such as promotion, performance management and termination.

o Access to essential services, such as Al systems that govern the access to private and public sector services and related actions,

including the assessment of creditworthiness, credit scoring, or establishing the order of priority of access to such services. (Note: this
aspect applies particularly to Al systems used in the financial services sector).

o Law enforcement, which includes a broad range of Al systems used, among other things, to assess the risk of any individual

committing an offence, or of re-offending; predicting the likelihood of criminal offences (e.g., predictive policing and profiling), as well as
the detection and investigation of fraudulent content;

o Border control management, including Al systems used for the control and management of borders, migration and asylum processes,
such as validating travel documents and assessing the eligibility for asylum.

o Administration of justice and democratic processes, including any Al system used to assist in the judicial proces

interpreting facts, and/or making legal recommendations in response to facts.
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Low-risk Al systems, which include systems that neither use personal data nor make predictions that are likely to affect any individual
directly or indirectly, like industrial applications in predictive maintenance.

= Embedded Al systems, which are components of products or services covered under other EU regulations, such as for toys or medical

devices. While these systems do not fall under the AlA, they will still have to be compliant with the requirements set out in the AIA under the
harmonisation directive.

i Use case may be permitted
i but must comply with strict :

High risk rules concerning risk
& : management, data quality, :

Al System
(Use case)

and technical
documentation

Low- or no risk { No action required

Figure 1: Risk categories for Al use cases under the AlA [14]
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Le Intelligenze Artificiali
“bhevono” tantissimo. Per
addestrare ChatGPT sono
serviti 3,5 milioni di litri
d'acqua

di Sergio Donato -12/04/2023

E la somma di quanta acqua & stata

necessaria per raffreddare il data
center mentre addestrava il chatbot e
di quella direttamente connessa al
funzionamento dell’impianto.

Servizio | Diritto alla riservatezza

LUCA ZORLONI IL BRACCIO DI FERRO 31.83.2823

Il Garante della privacy blocca
ChatGPT in Italia

L'Autorita garante per la protezione dei dati personali ha disposto lo stop del
chatbot. Al centro dello scontro I'uso delle informazioni per addestrare I'algoritmo

E la ragione per cui, anche nel caso di GPT-4, si continua a parlare
di “pappagalli stocastici”. termine ideato dalla ricercatrice
Timnit Gebru con il quale si sottolinea la totale mancanza di
genuina comprensione da parte di questi modelli, che si limitano
invece a individuare schemi verbali ricorrenti nel loro database
e aripeterli (sempre Timbit Gebru, peraltro citata nella lettera,

ha scritto un interessante e feroce critica della stessa su Twitter)

@

Intelligenza artifiCiale, il Garante della ANDREA DANIELE SIGNORELLI IL CASO 38.83.2823

privacy blocca ChatGPT

Rilevata una raccolta illecita di dati personali e I'assenza di sistemi per la verifica

dell'eta dei minori
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Perché la lettera per sospendere lo
sviluppo dell’intelligenza artificiale
tutta sbagliata

Invece di concentrarci sulle concrete problematiche poste dall’intelligenza
artificiale preferiamo dare retta alle chiacchiere fantascientifiche di un gruppo di
tecno-miliardari ossessionati dalle loro stesse fantasie nerd

L

DI DEONT,OLOGIAMEDICA
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IL PAZIENTE DEVE ESSERE AL CENTRO DELL’EVOLUZIONE TECNOLOGICA

Stephen Hawking, collegato al web summit di Lisbona del 2017, ha sollevato la
guestione dicendo che “Le nostre Intelligenze Artificiali devono fare quel che vogliamo
che facciano”, sostenendo che non possiamo ancora prevedere che cosa davvero
sara possibile quando la mente umana sara amplificata dall’Intelligenza Artificiale, ma
che non possiamo ignorare che vi siano anche dei pericoli e il modo migliore di
fronteggiarli € quello di identificarli e non ignorare il fatto che le nostre vite verranno
trasformate.

Seguendo il ragionamento di Hawking, il vero “potere” sara la conoscenza
approfondita di questo fenomeno. E importante ricordare che «Ci si preoccupa delle
macchine che si umanizzano, ma il vero problema oggi sono | medici che sono
diventati delle macchine»
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VERSO IL NUOVO CODICE DI DEONTOLOGIA MEDICA

Etica e bioetica nell'era dell’Intelligenza Artificiale in una nuova realta
professionale

NUOVE TECNOLOGIE ED INTELLIGENZA ARTIFICIALE,
L’'IMPATTO SUL PERCORSO CLINICO-DIAGNOSTICO
E SUL RAPPORTO CON IL PAZIENTE

Radiodiagnostica Emergenza Urgenza
Az. Osp. San Camillo Forlanini- Roma
Consigliere della sez. di studio Radiodiagnostica Urgenza della SIRM
Membro della commissione Intelligenza artificiale in Radiodiagnostica della SIRM
Consigliere radiodiagnostica Sindacato Nazionale Radiologi
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